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Professional summary 
Professional with 15+ years’ success in IT support and systems administration. Skilled in maintaining IT resources, analyzing help desk operations, and providing overarching technical support. Proven ability to respond to user help requests pertaining to software, or hardware issues. Trilingual in English, Chechen, and Russian. 
Education:
Cybersecurity Professional Program
New York University – New York, USA
Master’s Degree, Applied Mathematics & Informatics  
Chechen State University - Chechen Republic, Russian Federation
Technical Skills:
Cyber Security:
Linux Security, Network security, Cyber Infrastructure & Technology, AWS, Splunk, Wireshark, Kali Linux, PfSense 
Operating Systems: Knowledge of Windows 10, Windows 16 Server, Kali Linux, Ubuntu, iOS, Mac OS, Unix, Android
Web Development: HTML5, CSS, Fundamental knowledge of Java Script 
Networking: Networking fundamentals, Switch & iOS, IP & Routing, Subnetting, IPv4/6 Static Routing, Dynamic Routing, VLANs and Trunking, Diagnostics & Troubleshooting, Access Control List
Windows Security: Knowledge of Active Directory, Windows Server, Group Policy, DNS, Shares and Permissions, DHCP, Disk Management, Microsoft Endpoint Security, Security Policy, Microsoft Authentication, PowerShell
Programming Languages: Python 
Areas of Expertise: User Service & Satisfaction, Tier I & II Help Desk Support, Web Design & Development, Client Requirements Analysis, Computer Repair & Maintenance, Hardware & Software Installation, Record keeping & Documentation, Quality Control & Policy Compliance, Troubleshooting & Issue Resolution, Preventive & Corrective Maintenance
Project Experience:

Configuration Grid
Scope: Set up a corporate network and implement security settings for a new bank branch.
1. Devised network Topology plan and where to assign the IP address.
2. Built VLANs, trunks, and routers to allow multiple stream communication. Arranged switches to communicate with port security and routers to work with OSPF.
3. Configured network devices to prevent unauthorized access by securing privilege mode, encrypting passwords, and designed security messaging. Conducted a successful connectivity test.
Protectify
Scope: Act as a security analyst to protect company communication
4. Set up 3 machines: client, host, and threat; established connection and engaged in communication through network requests and emails.
5. Imitate a threat to extract info and intercept traffic-utilizing Wireshark.
6. Kali.org. Configured firewall using pfSense
Ethical Hacking   (Need more creative project name)
7. Use Wireshark to track passwords. Using Windows and Linux, lookup IP addresses. Try to crack passwords by monitoring the flow of traffic 
8. WiFi WEP/WPA/WPA2 network hacking by using Aircrack-ng 
9. Mobile phone ethical hacking by using Ngrok and  Storm Breaker
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Career Experience
Freelance IT Professional



2017 – Present
Provide top-quality technology services ranging from visual identity/branding and web and graphic design to video editing and PC troubleshooting. Help clients navigate hardware, software, and operating systems and troubleshoot network issues. Use customer service skills to remedy confusion and keep user frustration at bay.
· Managed multiple technology projects simultaneously and ensured completion within the triple constraints of time, scope, and budget. 
· Built two websites in WordPress using knowledge of coding, design principles, SEO/SEM, and content management systems. 
· Earned consistently stellar feedback from clients, resulting in extremely high levels of repeat business and word-of-mouth referrals.
“Doveriye” – Reliance, Chechen Republic, Russian Federation

IT Support Manager & Digital Security Trainer                                          



2011 – 2017
Spearheaded IT support functionalities and coordinated all routine activities of support staff while constantly striving for efficiency and service success. Oversaw all aspects of computer maintenance, video conferencing, system troubleshooting, documentation, and data backup. 
· Planned, coordinated and supervised technology deployment projects, moves, and roll-outs.
· Provided local and remote technical support for hardware, software, network, and telecommunications.
· Delivered best-in-class computer help desk support by applying troubleshooting best practices and ensuring compliance with procedures.
· Conducted results-oriented digital security training for 100+ human rights activists to encourage data and system security and integrity.
Ministry of Housing & Communal Services, Chechen Republic, Russian Federation

System Administrator                                                                                    



2003 – 2011
Internal resource for the computer maintenance, troubleshooting, and software updates. Held concurrent responsibility for handling diverse systems and digital networks to ensure the optimal functioning and performance. 
· Built and maintained the reputation of a go-to person for resolving all technical issues via telephone, email, or face-to-face communications. 
· Maintained and administered ministry's website by planning updates and enhancements, developing creative content, and fixing bugs.  
· Played an instrumental role in developing, maintaining, and upgrading ministry's technology infrastructure with more than 130 computers. 

